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Outline

• Channel Utilization and Congestion Control

• Network Security

• Deployment of IPv6

• Usage of Multiple Technologies
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Channel Utilization and Congestion Control

• EC to allocate 30 MHz by the end of 
2008 as protected for V2V and V2I

• The band is not allocated for one 
particular body

• Harmonization among different 
consortia is necessary

• Even achieving harmonization, CSMA/CD does not prevent channel 
overload (“congestion”)

• Medium access scheme must be complemented with both
– proactive/open loop tecniques
– reactive/closed loop techniques

• Research to target holistic algorithms, including:
– Packet transmission rate control
– Packet transmission duration

– Packet transmission power control
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Network Security (1/2)

• Safety systems must use clear text

• What happens if no authentication is used?

Injecting RDS-TMC Traffic Information Signals 

(CanSecWest 2007, Barisani, Bianco, http://dev.inversepath.com)

sniffing

encoding

injecting
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Network Security (2/2)

• Message authentication is 
necessary

• Trust can only be built only upon 
Certificate Authorities (CAs) which 
assign certificates and keys

• Big effort and responsibility referred 
to the infrastructure

• Are the institutions really aware of 
their possibly big involvement as 
pointed out by research?

P. Papadimitratos et al, Architecture for Secure 
and Private Vehicular Communications, ITST 2007

F. Armknecht et al, Cross-layer Privacy
Enhancement and Non-repudiation in Vehicular
Communication, WMAN 2007
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Deployment of IPv6

• Vehicular networks to use IPv6 natively and exclusively : obstacle for 
market penetration or positive boost for IPv6 spread diffusion?

• Roadside backbone: a crucial choice

• Big telco operators already have IPv6-enabled core, but what about the 
access network?

• Making new application designers aware of IPv6

• Regulation process for address assignment
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CALM Handbook July 2005 C2C-CC Manifesto July 2007
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Usage of Multiple Technologies

• Many activities, but outcome in terms of policies for switching/selecting 
interfaces is still limited

– Better focused activity in the vehicular area should be encouraged

• Service deployment usually relies on a single technology. Services 
available across different technologies are still rare

– New model of service required

• In vehicular communications, the on-board device likely to be integrated
into the car’s electronics

– low flexibility, additional OBUs added by the customer
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